Alert of Mobile Device Security

EDulT urges everyone to be vigilant and proactive in safeguarding your mobile devices and
accounts. To protect both personal and the Academy’s data, please follow below
guidelines if you suspect your device has been hacked:

1. Reset Passwords: Immediately reset all your passwords, ensuring they are
strong and unique.

2. Disconnect Network: Disconnect your device from any network to prevent
further unauthorised access.

3. Run Antivirus Scans: Perform a comprehensive antivirus scan on both your

mobile device and office PC to detect and eliminate any
malicious software.

4. Monitor Activity: Keep an eye on account activity and be caution on
suspicious behavior or unknown logins.

5. Update Software: Ensure that your device's operating system and all Apps
are up to date with the latest security patches.

6. Enable Two-Factor Authentication: Activate Two-Factor Authentication (MFA) if applicable

for an additional layer of protection.

You may refer to below website for the good practice of handling user account and
password:

https://www.infosec.gov.hk/en/best-practices/person/handling-user-accounts-and-
passwords

With concerted effort, we can establish a comprehensive and secure teaching and
learning environment, effectively safeguarding the Academy’s network system against

potential security breaches.
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